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Abstract of jp 2001 195555 (A) 

PROBLEM TO BE SOLVED: To provide an IC card 
and a microcomputer, for which the strengthening of 
secrecy protection is realized. SOLUTION: 
Concerning the IC card or microcomputer in module 
configuration provided with the input/output 
operation of data accompanied with enciphering or 
deciphering processing by an arithmetic unit for 
cipher processing to be operated by supplying an 
operating voltage by electrically connecting an 
external terminal with a reader/writer and receiving 
an instruction from a central processing unit, the 
arithmetic unit for cipher processing is provided with 
a register for storing data to be used for operation 
for enciphering or deciphering processing for the 
unit of plural bits and before enciphering or 
deciphering processing, the required data are 
fetched into such a register. 
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(57) mm] 

^- 5' h i SBt-i-fkiiisxfiil-^^b^as^ff ofcx- 



dS* CO* CO 



1 

111*31 1 1 ^^^m^A'^ V - Yy-( vmm.tmm.m^ 

I CU- Ko 

l/N5:gtt, A=l, B = XtLT, A = a' modN 
tA=ABmo dNroSI»^55SicfT''£V\ t^t^^^mW- 

hfC^;^;L/cA = A' mo dN<7>?^i[^fT7iV\ 
f"s/ K^a^-a-fc-tirtcmLTABmo d N(7>|||S[iCigi> 
H Jfc B WM^±ia I' v^;^ :? ffil •) iitf <^T-fe -5 t 
^mWih-t^ I C;(7-K„ 

^m^i\^i>^tkzx^xm^mj£tm^^^^. /j^o, 

I C;i;- Ko 
(Sffl °r flg t SPJ^S^ldf^ , 

W^NSrStt. A=l, B=Xi:LT. A = a' modN 
i:A = ABmo dNW}||»Sr3SS:{CtT?fcV\ *^*»5SliL 

•y hlcMJt^LfcA = A' mo dN<D^W^VT^J:\'\ t^ii^ 
^i^W-t^ffLXm^if-y h<Dm?^'^i:>-tl,:iMlZ^LtzA 
B m o d N roStg{CiJJ.g/i B (7)fltSr-hl5I5li[HlK7i)^ Si 

(11*115] ^gi5is^7)5y- Kv-r hggim^e^ic 
^!>!}^mmw:A^h(Dm^i§:nxmi¥i-i>9^^iD^mmmw 
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ic^ig $ ;i 5 r K w;^ ^ (iSL#:^4lHiKT'ffM 

^zt^wmt-r^ I c*- K, 

10 [tf*3S6] |f*Ji5{r43t,^T, 

±i2Bf ^{bfeaxfi^f-fb^jLati, r s Asi-^mf£ ifiz 

±BvS^it!&m.mmW^~-y hit. A:fi^ntcx. yR 
t>*NSr§tt, A=l. B = Xi:L-C, A = a' modN 

\c)s\,^xY<D±m^hm^i^''y h-r-^?i-x. ±ifi^fcf 

-y hicM!tLtiA=A' mo dN(Di^W^:n^£\'\ ±E 
m^tfy h<om^-B-t>-^izM!t^\.XABmo dN<DmW- 
lc£>S7iB<75ftSr±ffiteiilHlSS/5^e>ffii!?i^tft<OT:S)5 

20 ztiwmt-r^ic:ij-h\ 

*iaaige. iBttini^. nt-^-Maffl^sg:^^-;/ hs.t>-a 

h i:f5lilHl8|{cj;5lit^{iiiaaXtt«-i-^[:^a.a?r 
40 m<bi-5iC*-K. 

±iBiit-§-{i:i!!Laxfia^{b*aa<4, r s Ass^m^i if 

ilEBt^fk^aaffl^il^^^s/ h(4, Atl^tltzX. YR 
t/NSrSft, A=l, B = Xi:Lr> A = a' modN 
tA = ABmo dN<DmM^^:SHznfi:^,\ A^A^?>mw 
\zi6\,^XY(D±m-Cbm^i:'y hT-^^X. ±IB^^t' 
y hicMlt^l'tzA = A' mo dt^<Dt^^ints:\>\ ±12 
y hrom^^tJiirtCJt^SL-CABmo dN(Og|^ 

50 B (Dm.^±mi^Mm^hWL 'oiht^t(oxh^ 



3 

{k^jiax (im^fk^aa© * tc-i^ ^ -r -5 x - 

file: ^ n 5 r t (c Jc o TH^ $ it 5 - t i -t -o 
1-5»f^feafflSI»:3-=3' hi:f5ig|iI^fc:J;SBf-^<t:«!. 

±EEii[Hi^«±te5feaS7' Y\^^^Mctm.^Mz.T k 
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10 [|l?^OPJi;i|ftB^] 

[000 U 

^:^a3^^t';L-^(rKL. I Ct!- V^-fu^y 

1 f^2/:7°-r^^ D 3>- t'i— ^cDi 5^iC PU 

<r>^^nwm\zM^ \.x^wmm\n^-t^ h<oxh 
[00021 

I C;&- K(c:*iV^l:, ^aNFPBlcoitt,\^fiJffl LTUff 
^^fl^^^^ftl^-f 5TA (Timing Attack ) 

^iJirLT, it#M¥l 0-6 9 2 2 2^;j5fc5o $fc. I 

TKzf^lii-l^ r I c*- Kj ^fcif^sii)^,, 
[0 0 0 3] 

■^Ma^^ToTv^-5l^#o^^•*mM^ffiafltT<l?w-t-■5c 

John Wiley & sons ft W. Rankl & W. Effing^ (Smart C 
ard Handbook J iZ)8. 5. 1. 1 Passive protective mechan 

isms( 263-<-v') (Cf^«$tl-CV^5o 
[00 0 4] OS ^9 . SPA ( Simple Power Analysi 
s) &T-(i, ?m:^^OiiV\ *)5VMiMa$tb-CV^.5 

40 ■^H^iJia^nTV^^.T^-^^^I^L, DP A (Diffre 
ntial Power Analysis) ffiT'Ji. ^^»fl;»S&ff^^gEH-$0; 
aL-CBt^«*it^-t-^o rODPA&T-fi, 0iJx.(fD 

[0 0 0 51 ir^^ii«tClESt<Dj; p{CTA (Timing Att 

ack ) &(O^A^#a:Lfcil]iJn;ST-{i. Hl^wJt^fcj: 

50 IBOJ; 5'tj'^«mjSgiSfl^^lraaiJi-5 1 1/^9 S PAXfiD 
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5 

x\ *M^0J#^{ct5^,^T^^. ±IB I h'Rv^i c 
[0 0 0 6] z(D%m(onmt. mmimomt^n^ 

[0 0 0 7 J 

[0 0 0 8] *IKi-*5l,^Tl^r$4x?)^PJ(Z)5*>flil<^f^ 
[0 0 0 9] 

I (zu- K(o-^j£0i]ro^Mlll;*J*$tLTv>5o I c* 

y7'(7D-7-r:i'D3y t'a. — I C;i!7— Kffl'?^ 
5'7'^Jto'b(7)T'fe2.o ±EIC*-Kti. $b(c±|2 

(US) 1 0 2^»o„ 1ilgc<0g,i*r 1 0 2{1. ^T' 
IIl2(Cj;oTift?^1-5J;9/£magiSi^VCC. SjSSip 
^{4«^^VSS. yir-;/ hA;'34Sgi^RES/<-, n 
^«i^CLK. x-^iSi^I/O-l/l RQ/N'-. I 
/0-2/'I RQ/^-t $tL5, IC*-K{±, 
^-^.1 0 2^iiLTia*L;iV''y— ^'(DJ; oJfc 
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[0 0 1 OJ I2!2fc{l, I c;&-K{c^ 

[0 0 11] C(D|gB^(C^2, I c*- Kffl^-y:^W«^ 
(JiiT^f-CPUii/^^^-^;*^^^) 201, RO 

M(Read Only Memory) 2 0 6 ^R AM (Random Access M 
emory) 2 0 7, TW^^^^V 2 0 t' m^mmWl. 
Bf-i-ik&lJ^m^^tMaroSI^Srff'i 53y^n-fe2/f-20 

9. Affi;^jK-h (i/o:K-h) 2 0 2/j:if;5^e.^.e 

[0 0 12] n 'y^±i$,m^2 0 5(±. B^pL/^V^y 

-^^^-f ^ i^^m-^mm) f)-hm i om^. i o 2 i^^n^ 

U *4xSr^s/yF^a5}c#^^i-5lH]i^-efc^c CPU 2 

^Dv>s/^ Sufis' l'-v/ii'^»-t-5„ f2l)i3g«20 
6, 2 0 7. 2 0 8fi, ■f^yyJ'^'^T'-^'k^^-t^ 
ilST'fcSo =3 7"^•fe-;/i^2 0 9fi, ^i^-TS i 9 {CR 

O (Amtl) Ji^-h2 0 2«, y-^^xi'iS'iiiff^tT 
9^ST'fc^„ X— ^'^^::^2 0 4 KV';^/^;^ 2 0 3 

[0013] ±ISIE«^B 206, 207. 20805 

ROM2 0 6tt. B^fHrn^^mmmcmM^tix 

h^o #B1±/-=E-y (JilT. RAMt\,^o) 2 0 7(±g 
*{wEti1f^<DS#M;t;iST'#5;^^y T'i55;45^ 

ttl&:45ct3»f$tlSfcJ6, RAM2 0 7C0rt^{±. 

[0 0 1 4] ±|B^l?l§tt>^y (£JtT. EE PROM 
(Electrical Erasable Programmable Read Only Memor 

y) t\>^o) 2 0 8fi, hm(Dm^^^i--s!m^£^w?t 

M<Dmmi)^^ik^tiXi,^<r>\hmc^.W^ti?>o ^<DE 

EPROM2 0 8f±, m^^:t^!ii^m7i^hy). t^^lC 
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m^<^mmj:klt. D-yy4 ^f}mf)^tiXhl C:ti- 
KF^-Cg21i^j*i-€)'£^^7)S$>€.fcft. E E P ROM2 0 

[0015] CPU201(i. i!' D7°n-fe 

la^. affluv=;=^^ (RG6^) . rtgl5/<;^BUS{cSg 

l^o, CPU2 0 1(i, ROM2 0 6ifei:*{c*&^^tlT 

CPU2 0l{i. i/O7K-h2 0 2^:?M.-CA;fj$tT. 
■S^SPf^— ^fOBt'Jii^, ROM2 0 6 7)^f>0^^-«^»^ 

Ss^^-ttiL. RAM2 0 7^EEPROM2 0 8{Cjl?f-t--5 

[0 0 1 6J ±fECPU2 0 lf±, ;J'n.;,^^fig|ilj^2 

mm^ii^xmv^^tLi. cpu2oi{±, -t^rt 

S F E T i 5 CMO S lHlSg*^ibfll^$tV 

So #(C^JRS$tl7il^?5S, CPU2 0 1(i, CMOS;^ 

[00 171 I C*-K©-fe^^yx-fil«gi: LTIi. 

Umm. t <^x- iJ' 3iS(i<OBg{cffl V > -5 R S ASf -i-fe^fe if 

^^=5, h (=i7'n-ir->'f-) 2 0 9Srl^^LTV^5o ^ 
K)37'n-fes/f-2 0 9{iS|:ffl<7>l-i^;^^;45[^iS$nTi/^ 

[0 0 18] I C*- K{-*5(t5-ir^^ y v^w- • v';^7' 

mxh^-(£mh^<mm^iix\^^<^w^mii^^t ltr 

(75 Montgorary jfe i V ^ t?tV S tfP: T 3 y X A (C J; 
oTpJ^S^A" mo dNi ABmo dNC0 2o(75fl^{C 
^m-r^Zti^X^^, OSO, Y=e. e... • • • 
e, <Dffiei ^r±{4e„ /i^Pj^TfiiW e . *T*llK(c: 1 t'~ 
K-foEXt^t, ei =Ofz:ot-bA' modNCO;^^ 
ei =lfco^ce>A' m o d N i A B tn o d NSrJt 
H'fSo Lfoi^oT. er = 0(7)t tfCfiA* modN 
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(o^W-(Dm'ic i =oxh^f)^(DnM^mtm^i:t>fi. e 

■ =l<Ot#{CiiA" mo d NirABmo dNiOg^^ 
OD^Jc i = 0T'foS;?i^»^J^^S;45fr^<e^n-5fc«){c:, 
e i = 0 t 1 i: izM!t> Lfc 2 ii 9 <om»SS^ff^(0?i^^^s^ 

[0 0 191 Z<DmW.M(Dj:oliC:3ya±y-^2 0 9^ 
ffli^^/c^-g-tctt, ^(DM^Ssgfic PU<^?i»msi{ctt 

ztici:*) =iy'o±y^(Dmmmiitm&^^M,\cm\ 

10 -^^Ztt^X^. Sai2TAffii:SPAfejCj;i9Bt-^Y 
C:cO^JS0iJO=i^D-fe-;/f-2 0 9T-li. ±.U9M^-it-W. 

^itt iiicmv'hh,^^^ mm^mW-x' mo dNoit 

— h(a{C^i-J;9(;:e, =0T*tlT"bA' modNi: 
ABmo dN<DmJj(r>mWit\zn^£0 i.7izi-^i,(D 
Xhi>o 

\0 0 2 0\ mz<o^-< %yifm<,zio\,^x. (a) tc^ 

20 -fi^l-^Jfeti. e„ =lCOi:t(CttA' modN(73f|^ 
^*ffV>, en <OflJ^«l{Cj;i9B#FBn iSr^TABm 
o d N<^iSaS[^SrtTi'\ ^cD?t^?^(c i iSrx^ y ^ > h 
(n - 1) LT i = 0 <7)!pJ£tcNFft1 1 2 ^§-^o ^ 
T% iS>:t'-;/ h en-i =0(Dtt«, a' modNOjH^ 
^ffl/\ e„-. =0<DflJ^i: i ^x^'y (n- 

2) L-c i =ow*iJ^ici^rat 3^^^i-o ^t-c, 

f-yhen^ =10i:#{C«, a' moAN(Dm.U^n 
V\ 8^2 <^W^0 1(Cj:i9H#PBn l^STABmo d 

N(oss[i[4:m\ ^(Dmwmc i^T^ ^'yY (n- 

30 3) LT i =0(^«3t{Cl^ft1t 2*^^i-o UT. 

[0 0 2 1 ] r.C0^JSj?i|(D=i:7°nf-5/f-2 0 9(C*3V^T 

±KBt-^lt Y(^^ t'^/ h e i <r>wm 0 Xfi 1 (ciEBi 

^(CA' mo dN(7)SJg(7)^|CABmo dNOgl^Srtr 
''^^ i 9tci-s„ US (b) «Oe,.i =ocoi:t<oj;5 
»-ei la^^SOWi^fCjottSifBABmo dNOiHSL 

(b) (D^^ * V^|21S.0f|2l4O7n-^-v— hiaroj; 
a' mo dNt ABmo dNOJII^Kll^orBKC 
40 <^Jxtt*ei Wil^J^roW^^^tfBtPBl t 

^X. ABmo dNi:2fct'5/ hic^fJSLfcA' modN(;) 
^%Wi^<r>mz\-t. i <Ox ^J' y ^ y Mbf^i: i = 0 o^sij 
^H#Fb1 t 2;J5^^$tL5a-fk$nfci&f^^''f ^ 

(0 0 2 21 Eisjcfi. }Lt^^-:ru±y^a:,—nm.m(D 
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[0 0 2 3] :ico||jffi0ijT*(l. rtgi5/-?;^MDBi: Uv?;^ 
^■:fny^(D^)—Yv4Y^<yy7 (R/W Buffer) 
h(ryf^\^f- hdlSg 1 ^s^tt ibti-5„ ^co^/- MhISS i 

btfA' mod Ni!if^om^^^;65rtgI5^<;5^MDB y 
[0 0 2 4] El6{Ctt, ±|e = 7°n-fe.;/f-(^{tfeC>-^Jg 

;^^':^n-y;j'(0!; — K^'T h^<s/7r (R/w Buffe 

<;)^- MEii^2 (1. wmnrnz-ummmz.^ ^ym^^i 

iig*d5|^^gi5^<XMDBi: y- ^^<y7T^:%:^^L 

TRff^(7) uv';^ ^ CD A(c:Stii4tlfc^^cP^^-cv^fc 

^i^;^^'CDA(cSi'9iiSix^i:. Wmz.f~V^m 

CXLt\<''i^f)^i^^U'J^y^^CDA-^<D$iftf£f—'$'(D 
ABmo dNOD?|^^^*{i. y - K^-T h -y 7 r S T' 

[0 0 2 5] SiTfcKi, ±te</- hlEl^O— ^M^ijoi^ 
y^T (R/W Buffer)i:l|:ffl^i^>^^{c:7'1' h^n 

[0 0 2 6] ^(onjg^j-efi. m©;K*^(7?tjOo-(5jt 

9, e, =0(Di:#{Cfi. A'mo dNKf'^OOjllffSS:^ 
T-fc-So lit-, e, =l(Ot#(Cf±, $ij^^ai47-i' h 
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t'-y h/5^b/^^SI^^^A(c>ftf&LT. m^m<DV- h 
[0 0 2 7] |1I8{CU±. ifBaT'Dirj'f-roilbO-IIJa 
x^y^n s/^'coy — KV'T h/^^/^r (R/W Buffe 

10 (c^^-i/v?;^^ 1 yiSfsnttn'So ::(7)-feUi?^2{i. 
Hijtd|Wl^(cSfj^liS(CJ:i9$iJ^;5StT/i^ttT. e, H'^^ 
mO^lbiiA' mo dNW\i'f<DmW.^mfl^P^ny<^MD 
BbV-h'=7-( Vy<'y77 t^^LXm&<r>}yi^:^^C 
DA(c»t5Asn?)cl:^/.em-§-Si^^?l^fiicL. ^(Dm^ 

[00 2 8] o4!9. ±IEJtl[igm;JSu^^x^'CDA(r 

20 ^Loo^CO^idfT/i^Dit-SABino dNOj||it^||;iS 
(i-fe u ^ ^ 2 (i^icix v?;^ ^ C D A Sr]lJl-f -So d 
ei ;65^a0(Dt#i:^airott i:T'S«S&Ji^T'^:fe 

[0 0 2 9] iggtCfi, r(7)^0^{'■|S2)=:7°D-ir-;'-»^^D 

V^-S. 09 (a) <0^''('5:^i/iaj^t>* (b) (Dyx2—=f- 
30 -t- Ma^cjo^^T. mFiei5J,§gt/iJ;9(r. a' modN 

<75M»m. ei 0*IJ^<75^rBT t lC0PBTt>^5-?^gII)f'^ 
i: LTA' mo dN^^ggLTABmo dN(OSIi[(c:# 

[0 0 3 0] -^-W^^iC^^ i y ^ >- h (-1) L 

X i = 0 <Dm-^\^^m t 2 ^coFsltilEA 
Brno dN©^^^*Bgg$-a:6„ tiT. l^1«{Ce, ST* 

f£^wm\'^^mm.ir^<DX\ mukm^x^tc 1 1 

[0 0 3 1] 01 OCltt, la9©=!7°^-fei/i^cClibf^^ 
/KB-t<^il^tlli-So ±IB^*'5 — r4^-^/Ht#i:='7'n 

50 So 
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[0 0 3 2] ±IE^5— Y^^-y^Wt^ii, 

5., 37'n^;^-yyu{t^;5S7'i5'7^^':/{C$nT. mite 

[0 0 3 3] ±B(DXof£iEm.i^w-AmTi-i>t. 

^X^^^Mzy^ V:^ hD-yft-§-/!i5R/W/<2/7r 
[0 0 3 4] Hi 1 z<r>m^kz%^=i-:fx:i±yf 

^$^^Tv^5o HMieia3(c^Ljtii:^0ij(75j; tsa 

<t5{-x ei (c^Pf LTij— fkLTA' modNirABm 30 

^zth^^mx'iifi:^^tn^hti^tzib. z<Dmmm 
mm^^wtir:5mm\cM lx iifS^mf£ t^t mm^^ 

TWjtffA' mo dNi: ABmo dN<D?t#(c:^3^^-CiiJ 
(0 0 3 6] la 1 2li. Z(Dmm\:.^.^=i-fn±y^(D 
(b) t>Ft-t£;L-TV^S. A^ mo dNt ABmo dNCO 
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lo 0 3 7] H 1 3(ctt, z(D%m\cf^^=b^yo±yf 

ISa' mo dNt ABmo dNWj; 9'^e=i7'njt^{ci3 

l/^-Cfi. ^(D^n'i^3k\^^ft\^X-t-^<-yu~i!i-^(D 

i-SM^f^T-ti, B^Ka' mo dNt ABmo dNCOJ; 

[0 0 3 8] m 4(cii, 01 l7te^^tlal stc^ufc 
^mi)^^^^x\,^^o »^arii. ^5^5-;^- 7 

5 /<- 7 n -ff-^ t 3 7° □ 7 n — ff-f- 

tt. :tTy-MHII^S^iiLT^»||(CA;^!$t^-5o ^n. 

=>7°o:3i— /^-7i3-{t-^;i3T:J'7^-r7'X-fe5 1 1 
(CJD^-C. y5-;i-w<-7n-fi^;aST^'7^^7'-C-fc 

(0 0 3 91 -liK=7°D;r— /^-7P— ffi^d. T:^K 

-y'm^tm^^^ti^. o$f). ?gmiiT-»^$nfc7 

Vr:i~y'm^<r>Bm^=^^oir-^<—yu~{t^ 

-1- 7' Tiev ^ <!: t (i^ * -^i— /<:-7 n — ft^{c J; 
oT^gW^/J53^-^•<-7 n— MiS^ft^io TV ^-5roT\ 
*^*>53^-/<-7o-^^lST•?l^fii^$;^lfc7■^' hn- 

~yu-^m.mjt^t. i(D^w^^^\^t)ir^fz>^ 

<Dv^ V^V'^-Zfm^t^l&l^tilX. R/W/<y7T 

Xfi u v^;:^ ^■:fuy^ <Dm^<D ]^i^y. ^ \z.^W^^ii^ 
[0 0 4 0] zti»c-i?fLT. ^^-yi—^<-yo-m^- 

is^T^'r^^t ti^Xm'^m^n \^X:^~y<- yu-i!k 

mmf^^7T^i-tz^^\z.\t.. ^co;t-/<-7D-^a{c 

^^X^^^fltzy ^ hn-7"ft^{±. ifS^'T'n 
— 7'{f -^/JS R /W/< .y 7 r X(i U V >^ ^ 7' n y 

a6<]oy ^ -:t-^<-7D-iaa^Sttii^7^-^ i: L 
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[0 0 4 1 ] H 1 5(C|i, ZO^P^(C^,5 3 7°^-ir-;/-^^ 

ll;JvT^$nTI/^-5o (a) {C/T^-t-i9tC*3l5{i. e, = 
KDt^iatA' mo dN(DmW^t7^\ e„ W^IJ^W 
1 iCi t^BfPel t 1 ^^-CABmo d N(7)?|li[^tt^\ ^ 
roiH^^iC i ^-Ti? !J;'Vh (n-1) LTi=0COW 
SlCBf PbI t 2 S:»^1-c d:\'^X\ Hkti'y y e^, = 0 © 
irtli. a' mo dN<D?|||[?rffV\ e^^i =0<Dm^ 
t i ^T^V ;<yh (n-2) LT i = 0 OW^I-B^rBl 

[0 0 4 2] (h) (D^^ ^^^mx'it. ±.tmn.s^ 

0. ^PbT t 3$r-l'>'^-/<;ui: L-Ta' modNXfiA 
Brno dN(7>V>-m^^OSI^;?)5^]l$nSti6{c:. ^f)^ 

mii^mt)it-rih(DX'h^, zmcmlx. (c) ^ 
-r ? vij^ig-cii. ±E (b) t\tmi^±sd^wn(D^ > 

^-y<Mz)6\,^xmmr^y:^'^M.{zmt-t^m:iii^&^(D 
B m o d N(7)v^-fix;4^o||iaf^5KSFFBl6^lc 7 

Sls]S/<e 5 ct 5 . mm^^mj^.X<D^nm.iki:W-^X o 
[0 0 4 3] ±m<DXo^j:m^B6^(Dy?.—^)-4^/U 

^g|5 ic ^ -7 - |$it T -^<D^ra 5 * T*25i:<73 

i:^^^mm^.mw-(Dmw\ci5\,^x. mis (a) (ctj^ 

LfcWIS#JII»S(DB#rBn 1. t 2. t 3(cHIgL@WC» 
^^-o-th'T^yi^SrJfAL. -^fi^m^i::^' -f-^—A^b 
<Dp\'^?f.^Afi^o ZfUzX'O. 015 (b) iCTT^irX 
Pictl. t2. t 3<DB#rBl;i5^T-^i:/£i9. mjjftzS 

U.^^±^X'±J$. LtzSi^^± y V LT*5# . ( c ) {c 

TF-f- J; 9 (cftiHl t 1 , t2, t 3(Df^!'i\i=7>''$^Mz^ 

[0 0 4 4] ^^mM^fkWizm^X. aT'D-feyf-ld 

J;^?|^^(7)i$jg^bSrg6^i: L. Y (DfffiSr 2 t' h . $5:5 
3 f-;/ b-f J; 0 iz-r^ t . m±iim 1 6 

O^D-^^r- H2l»C/T:f J: 2fs/ h^ScoiJijX- 
U^i'?>ti:b'^{ZA' modN-A' modN-ABm 
o dNSt/i -2t i=0 ^(D'^^'r^yy^ayWi'O&UZ 



(8) !|#§fl 2 0 0 1 - 1 9 5 5 5 5 
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&tf:i:^±X'2 nlsii^i)-^^X^^tii,(r>^. 2 f y hMS 

[0 0 4 5] =izfci±yf(D^^A'^m^i-^-^X'iZA, 

10 L^^L-Cio<o L;5^L/j:/45e3. 2 t'y hiiaSrtT?* 
-a-, . Y<DimzX'oX 4m'0(DB(DUB, > Bv . 
B3 , B, i^'£.m\z^j:io . CttbtOftfiHuto-Cl+^U 
T. RAM-^EEPROM/^i:*(C*&iS^LT*i# ^SlEI=I 

ir^, 4ai9(7)Boffi(c<to-ctej2^'i'fiom^fiff^{c:!|$ii5:d5 

[0 0 4 6] «aj;t«. 1 6 t'-y ht^T'y ^■y-v'^<;^fC 

f~^^^<DmliZi-^X<Dy<y^<Di^i: "l" (c:^5x.-5 
20 y<:^Xh^o Z(Dy<y^iz, tt{iii9;J5 "1" ©t's/ hco 
Cx-^'. " 1 " (0 If 5/ K7)ic;55 2 T-i3 

5 1 eiimr- "8 8" t "11". ^tei^tfcS-^. m 
mii^m itrnmcm^^izfi^ti'm^ti^o zo^rn^ 
(i, "1" "0" -^m<tLtie-y hcommcxh 
sfcfe, mc^oizmm=km^L. mcmm&mzt£^ 
f)>hX'h^. 

[0 0 4 7] hh. "1" -7 h (75^755 ioM/i?)X 
, «F.J^{i\ " 1 " (D t> h WiSc;5S 3 T-fo^ "89" 
^ "1 9" ^fei^L^c^. "1" Olfy hWic;652<^ 

30 x-^j^if^r^^agg^j^/^^, z.hit. 1 3 t-y 

X(Dft/i5 "1" "0" |C^t)ofcfcft. *<73:5>coa 

[0048][2117i:|I|l SfCld, ClCO^BJiC-^^yST" 

TV^So C(75||^S0iJro=^7°a-ir5/^^^i, 2 If 5/ h^St 

»Wv?;^^^4Srti^LT. 2 f-y h^S(75^-a-(c:(14 
a^XOBCOffiBi ~B4 ^, 3 f-y h^g|(D 8 
ii"J<75B<7)MBi ~B. ^3 7'D-fe-yi^CDUv?;^^'{C^§ 

iflLT*5<„ ^^§oT. jH^fTJii^iT-KiiiHii^ (ram) 

50 [0 0 4 9] o*iJ, ffllEim SfC^Lyh.t^^'i^D — 



(9) 
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$>SVM±8o) (T) 0 h(01EL\/ ^BUi:^p^^ CD Bf)^ hit. 

fc^'y <Dii:^ = 7'D-fe5/f-(7)$!|^Uv>>^:? (CCN ' 

ffi9SP«l'5?:^3' (CCNT) 
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*T) nc^TJi*. mz7isi-mm^':y^i'JSi.XJ^m. 
W<nmm(r>^oi^. 2i^y hinkmcDm-^iai. AB, m 

odN, AB2 modN, ABa modN, AB^ m o 
[0 0 5 01 











tyh 1 












ei 


ei-i 



[00 5 1] 





et 


ei-1 
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*~ A* modN 
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A modN 
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1 
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^ AXN 
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ABi modN 


1 


0 


1 


A 


^ ABz mo dN 


1 


1 


0 


A 


^ AB3 modN 


1 


1 


1 


A 


^ AB4 modN 



[0 0 5 21 0 1 9{C(i, C©^?^{C0^5r3 7°n-fe2/f- 
X^?)X0\Ci-^, ^ro«fife{Cj;l5, 3>^D-fe5/i^(^^ 

'j^^-^^m^mM^-^t^ztfiK. mnm^<Dm.mtm 30 

[0 0 5 3] ^-fn^y-^^mUi^T.^ (CDA, CD 
B. CDN, CDW) (i, Wim\C7r^-ti:o\zA^<r>Uiy 

mod n^fr\i^f£i)^h^(Dfi[{Z.B(DW.^RAMt^h=^-:f 

mmx% 5 cfc 9 (c-fs 1 5s!i*6<)-e*>-5. 

[00 5 4] =i7°Dir-yf-c75A^i^x^CDAi: B Ui^ 

/<y7r (R/w Buffer) Sr^ftT, -eix^*nM3itc 
ll)f^T't5<t 9lC-f-5o ill^S;4SA' raodN^iH^L 
TI/^SPpKI. »m^(cj: i9x-^/^;^^/<:;^ 1 (pa 
thl) (CO/£#\ H^T^L/iV^CPUCORAM/O^fjBO 

LTB U'v';^;?CDB{Cfeilli-5, m^^W^mABm 

o <imnvr-r^m\^i,t. um\t^\^i:.^-'<^2 (pa 

th2) ±ffiBUv^^^OBMS:?^i£illC 
j|l9±l5CPU/J5B ^v';^;?CDB(CT^ir><.-C'#?'=ev> 
<t9{-1-5, wO:*rfe^S(2,i:. a' modN^it^Sfl 50 



i)mm^fi^fcnx'ts:<. ^mtmm(D\mmm^mfi 

[0 0 5 5] H2 o{c{i. z(Dmm\c^.h\ cij-vm 
^'y:/(Di6L(D-mMm(Dmti^yo 'y^mr^7r:^Hx\>^ 

(RAM) rflo^is^roi^. ;^^!) lc*r>>^^^{t-5J; 

•3 (Ofil^r 3 :/d -fe y f-^lfU^ * y R AMA» b 7°D -fe 3/ 

■^Mmx^'y:^^ =^~y h'P<DB uv^;^:5'CDB{cteigi- 

[0 0 5 6] ^W^Ia^jT'fi. BiIfeil2(C^LfCct9/jt 
I C*- Kffl^S/7"^C*iV^T, RAM(75fi!Hr*e'>';?^5 

[0 0 5 7] iii2i{c{i. ±te;<7^/>'?<o-^^|^?iJ(757' 

iri>-< ^--zfMt^rt ^ a^yi^xii*)— Y/y ■< Vm^ 



(10) 
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A, A+ 1 , A+ 2, • • • $nTV>t, ^(07 Kl^;^ 
izm-yXm^y'—^DA . D.,.. , D».! • • • • 10 

[0 0 5 8] zcDrnmrnxii. yo^ys/^mi'^^^^-y 

/K^Tte-ofc^liT h'\^:^^<^A^^<r)T 
J;9i:x-^ttjEL<iS^aj$n-CVN<, t^oT. TK 

fi^o 20 

[0 0 5 91 0 2 3t;Ui, z.<D^mz^^\ci3-vm 

(RAM) f^<Dm.m<DW^. ?^^^jic^^y^^m 

^^^i:o^zir?)ii<DX'h7!l^. d^A^SBt^AQ-afflSI*^^ 

^sgjjc T-^tfig L fcam^ e> C C P U i ^ 
m\cmmzi^TSkLXts^ . z/^ y^^^<r>MM(r)7 

[00 6 01 024 ictt. ±ffiteiili)if^^iji?^i-5fc* 

3ta^4rfcP>;0>i:ii)CPUt RAM{Ctei|^UT4o#. :t 

A{caScS^*0x5*»§l<7l»LfcT K^^A±S*T K 

U';^/<x!.{c:igttl-t-;5„ io y 9 mx\-t. 7YV7.^<7.(d 

{-iOS^Wror Ki^:^A^#T. tJl^HME|5j«{c-r 40 
y;<>l>LTTKU;^A+l, A+2 • • • Sr^fifei" 
5o i<^± ^^iT KW;^A4- 1 . A+2»CI^^LT. a 
icIS^Sii^a^B. C. D • • • *T KW^^^^^iCilliU 

[0 0 6 11 ±!2©IIJte0iJA^e>#p5tL^{tffl^^fi. T 
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[0 0 6 2] (2) ±mizmx.x. ±tm^iti^mx 

=-yhti. Atl^iltzX. YSLt/N^Sft. A=l. B 
= XtLT. A = a' mo dNi:A = ABmo dNtOS 

^\fy h-r^^i-X. ±mmi^i^'y hizM!t^LtzA = A' 
mo dN©SI^^^T^<^V^. It^t'?/ h (75a^^:b-a:{c*f 
(StTABmo d N(OSI^{Cje:>M7'£B(75ffl:$r±ffiUv=;^ 

[0 0 6 3] (3) ^354^^-755 y - Ky-r hSIgirm 

nmKmm^ti^ztiz^'oxmi^m.mm^^^ti. 

<Dtci^(Dt^wmfftmnLxmcmn(Dm^i-^7'~^ 
fzT^ yi'^mtiit-r^zti^x^^t^^^b^^iimh 

[0 0 6 4] (4) ±t2{v:*n;iT. ±t2R|f-^{b*!LSX 

(±«-§-^t^aS{i, R S Alit-§-&^£i-(cjSffiBltg/£'<t» 

f4. XtS^inltX. YiS^t;fN^S(t, A=l. B = Xi 
LT. A = a' mo dNt A = ABmo dNOil^^Sr^ 

h-fo;^T, ±MW^\fy V\z^mi.fzA = A' mod 

^^-^t?-y:{C^tf£^LfcABmo dNCOtH^f-ii^'M'lCBro 

[0 0 6 5] (5) ^^i^^ti^v-i^-y^ hmmtm. 
^mzmm^ti^zt\c^-z>xmi^mztm'^^^h,. 
<^^^mmm. m^-mm. 9§^iiikm^^w=^=^y \- 



(11) 
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ilg. IEfilel!^SO«llf-^iaafflSI^^--;/ hii5#fcji{cg= 

[0 0 6 6] ( 6 ) ±Etc:*D;t JitSBf -^{b^aSX 

LT. A=a' mo dNi: A = ABmo d NW?||#^35 20 
KTo;^^T. ilE^^tfy h{C*f(£:;L^A = A' mod 
tTABmo dN(DglS:{;:i£:>S;iB«M^±ieK1iliISS 

[0 0 6 7] (7) ^^m^f)^v-h'9^ hmmtm 
Rxj^si^^±mntr^^m(DT h'u^y<^{cmm^h. so 

HiEtilBllgfciSBf-i-^k^aaxJim^^l: 
iO;a$rfHoyj:T-^roAW;'3»)ft^-^tf I C*- hlcid 

fig t-cBt^ft;^axi±^^fb^a<Dfcfe<ox-:? ^ig^^ 
mLx±m9^^-^mmmm=^-y h{zm^L. t^-fi^^y" 
-^mmkc^ftLx. hm^^^mmm.. mm^^Ru 4o 
^^im.mmu=^-y vi^^m\:imm^fix-fi:^T v\y 
^^<^\^\-in.^%^m^x'W^ji^^fitz^m^^T k 

fz.Tf' y^i^.t}^tiri>ztii^X'%^t\.^o^^iimh 

(0 0 6 81 (8) ±fE{Cj!«Ix.T, ±ffiBt-§-ft;*0!a3^ 
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«ix X:h^^tix. YRt>*N^S}t. A=i, B = Xi: 

LT. A = a' mo dNiA = ABmo dN<73?|IS:Sr5S 
mcrtti\f\ f)^f)^^mW-liZ.i6\^^XY(D±iiLA^h^^h''y 
h-r^^X. ±lBMiCt's/ Kc^fjSLfcA^A' mod 

LTABmo dN(D^W\Ctii^W£B(Dm^±mm^.mm 
[0 0 6 9] (9) <t>*:^ailg*^e>(?5|g^Sr^(tT 

if]f^i-2)iif-^^2iaffl?iig^--y hicx^v^^immxit 

/Htfife©-?-^ n 3 :x t°zL — -5? iciol/ ^T. ±3SBt-i-&a 
^^tr^ft. Bt-§-{t^!iaX(4«^fL5a!a{C$feS:oT!fi>S 

mm^irmm Ltzr^-y^ ^m:fjit-r^ zta^x-^ht 

[0 0 7 0] (10) ±E{cinx.-C. JilB^lilSS^l 

[0 0 7 1] (11) 'f'*^a§ss/4^e)iojt^^^stt 
-ciiif^i-^Bif^^iafflSi^^-y Mcj;5Bt-^^k^ax 

tt«-^fk^a^^{i|so fcx- oAai;^i)]{^^-&tf^ v?^ 

afflrn^^^-;/ h^cm^it^mx^■im^imm(Dtzl!b(D 
mnmi¥t^nLX}k(D^Wizmm-t^f-'?^fd.^m 

i^^:^:^^ (Dmmit%:m'o -^-ommm^^mmLtzT ^ y 
[0 0 7 2] (12) ^^vmmw.s EttEISg. st-i- 

:^y<Mci^m.^ii. ±l2^"*Mai£S;4^t)<^fi;^4:S(t 
TKf^i-SBt-i-MaffltllWa.^ 2/ h t ISttlHlKtc: J: SBt 
■^{k^axtt^-§-ft:*!La^f^l^ o fcx - ^ <^ AI±J;bi(j{'^tr 
•g- tr ^ V/ 3. — /HS^ CO ^ n =1 f i - ^ (c Jo V ^ T , 

't'^iSfagtttc J: 19 Bt-i-(b^0;a3iJi«-§-^t;Ma(ofcJ6(7) 

^X\t^m^flfzT \'U7.^±^^\zi:<0Bfi^^fltzT 
K u;^{t-^(^ J; 19 X-:? ^Sc^tti LT±tEBf ^^aaffl?! 

T, ±ia^'*«!-as?g^ t2iii5ii^s.t/iit^*0!affl?iiS3- 
wm.m^m.n.^^i>zti)^x^^i)^(:>. m^(ommt 
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[0 0 7 3] (13) ■t'**2iaSB. teitlHl^. Bt-^ 

(00 741 ^Ah:lfmm^ii'Ofi:^Mz^m^Umm\c 
^WW.'^^X'h^Z.t{t.\,^O^Xi,ti:\\ ^J;ttt\ IC 

fill. mi<r>^m^$mm'^mti^mm.^i^hh<nxih^ 

Tt.J;V\ •7^^n=ivt''^-:?(l. 1 ocoif^Jiflcftffl 30 
iHlK^EfcffM^ti^'bcOfib,, CPUi:^(OJ^iaiil^;5s 

$ JxTTi 5 1) T t) i V ^ 

[0 0 7 5] ?ll^«iai±mifa(73 i c> ^^Bt-§-*a®?rfT/^ o 

(0 0 7 6] ±IB-v-i'i?a3>-f^-:5?(±, x — ^S'toS 

mm ti^t^^T'-^ j; 5 x - «!;a^)ii*ss 
t * tifc R o M 5r ^^ T-iex - ^ ^a#wi{ct* o T X 

mmx^^h<Dxhi>, z(D%m\^. mm^m^'S^-mt 50 
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[0 0 7 7] 

:¥-m\cio\^xw^7v:^h^i%m<r>oh{^^ 
thf£h<r>Ki:^xnhn^n^^^m^mm-tii\i. T 

s t m.%ff^\:imm. $ n s c <t ic j; o rihf^mffi ^ 

lif -^{tiaax (1^ ^fk^ato * osia -f 5 X - 
i^fci-^ciicii?. si^it)i'^(7?iig-e(Dx-i5'^ij^ 

[0 0 7 8] 4'*^{!;a$^g/i^t>(Dm'T^*g{tT«)f^i-5 

-7^ i^azi:y\fa.-^Kii\,^X. ilSBf^^afflillW^ 

cO/-cfc(7)jgg{ci£ffl-t-5x-^ ^ISJirtf 5 U- v';^ s-^ 

it . fit^{k*aaxii«-^^L^aafc5feAL o -Citi.® ^ix- ^ 
x(DT'-'^^m^m<-r^tt^x^^t^h. mmmr^^ 

imi] :L(D^m-f)mm^ti?) I c:u-h'(D-mmm%: 

[0 2] I C*- KiC^fc^tt?) I 

[US] rO|IWfC^S=i:/D-k.;/lJ-(7)-||it0iJOil!l{^ 

[0 4] m3(D=iya±-yt(Dmi'f^mA-t^rz!b<Dy 

[0 5] 0 3(7)3 7'D-fe.;/-i>-©-||;ffi0iJ^^i-yD5/i5' 

[0 6] 0 3<O37°n-ir s'i^Ote<7)— ||j!S0y5r:T^i"^D 
S'^'0-CS)5o 

[07] 0 3tc:*Lfc='7'o-fe:yf-<^»i(^«r*m-t-Sfc 

[0 8] 0 3ro37°nir2/1^<Df|&<D-|lil0iJ4:;^-ryo 
5'i5'0-C*fc5o 

[0 9] z(Dmm\cmi>=i^a±'y^<DiitL<D-mmm<D 
af^^ tftp^-r 5 fc <^«^0 T'fc 60 

[010] 0 9(C;^Lfc=i:/n-ir:y-y-(Oi){^?r^mi-^ 
[011] ^(7?^l^{c:^2.=i:^n-ir3'iJ-©fife(7)-||igeiJ 

(Dmf^^m-r^tzib<D^'y( ^ >^mxhho 
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iiai 41 m i/ivLiai 3ic^Ltz=iyti±yt)-(D 

imi 6] z(D^mi::^^='Zfo±^y-^(DmnW}Vf<r)i& 10 

10171 Z(DmmiZ^.^=^Zfa±-yf(DiiL<D-m: 
^Tp-f-fn y^mXh6^ 

^Tjk-f-y'uy^mxh^. 

[0191 Z<DmmiZ^.^=^-:fa±yi)-(Di&<D-Mmm 
^7r:i-ya>y^mX'h^^ 

[02 01 wW^S^jC^S I C*- Kffl^;/7'(7)flfeO-* 
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[0 2 11 0 2 Oro*H7>^(D-||JS0i|€r^-r>^n 

0T'fc5o 

[02 21 0 2 OCOI C;(7-Kfflf^-yy(Di!i{^<^— 0ij$r 
(02 31 I CiJ- Kffl^>y7°roS{c<l!i 

[02 41 0 2 3(D I C;*- Kffl5'-;/7°OS){'P<^— 0iJSr 

[02 51 :L(D^miimm-^mmnWi^^nm-t^iti 

[??^<©|ftB^l 

20 1 •••4'*M4lg (CPU) , 2 0 2- T/0>Jf- 
2 0 3 "T KW';^^^;^, 2 0 4- x— 2 0 

5...^D 5,y:,^^|p]gg 2 0 6--ROM, 2 0 7 - RA 
2 0 8--EEPROM, 2 0 9 ••• =i 7°d -fe f- (Bf 

^{k^JtSffl?^^^-?/ h) , CDA. CDB. CDN. 
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